NRC INSPECTION MANUAL NMSS

I NSPECTI ON PROCEDURE 85408

RECORDKEEPI NG

PROGRAM APPLI CABI LI TY: 2683

85408-01 | NSPECTI ON OBJECTI VES

The objective of this inspection procedure is to verify that the
i censee’ st material control and accounting (MC&A) program for a
Category Il fuel facility or uraniumenrichnment facility, includes
a recordkeeping program that neets the appropriate regul atory
requi renents, for the applicable type of facility.

85408-02 | NSPECTI ON REQUI REMENTS

The i nspector should verify that the |icensee has inplenmented a
recordkeepi ng systemt hat conplies with the applicabl e regul atory
requirenents, as detailed in the licensee’s Fundanental Nucl ear
Mat eri al Control (FNMC) Plan. Specifically, the inspector should
verify that thelicensee’ s recordkeepi ng programneets the general
performance objectives established for it in 10 CFR Part 74. 31(a)
or 74.33(a), relative to the recordkeeping requirenents of 10 CFR
74.31(d) or 74.33(d), as applicable; and that the records can be
audi ted. The review should include the foll ow ng:

02. 01 MC&A-Rel ated Pl ans and Procedures for Recordkeeping.

a. SNM neasur enment records.
b. SNM accounting and i nventory records.

cC. Reports of incident detection and assessnent, and how
i ncidents were resol ved.

Hereinafter, the term |icensee subsunmes the term
“certificate holder,” which appliesinthe case of the gaseous
di ffusion plants (GDPs). Likewise, all certificate-rel ated
requi renments, including those in GDP conpliance plans and
corrective action commtnents, are subsuned under the term
“l'icense.”
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d. Trai ning records for personnel with FNMC Pl an-speci fi ed MC&A
functions and responsibilities.

02.02 Record Format(s)., Traceability, and Redundancy.

02. 03 Programand Controls for Ensuring Accuracy and Reliability.
These are control s for ensuri ng FNMC Pl an-speci fi ed records are not
tanpered with, or |ost.

85408-03 | NSPECTI ON GUI DANCE

Gener al Gui dance

The applicable regulations [10 CFR Parts 74.31(d) and 74.33(d)]
require the records specified inthe FNMC Pl an to be retained for
at |l east 3 years, in an auditable form |In sonme cases, the sane
records are required to be retained for a 5-year period, under
10 CFR Part 75.24, for international safeguards purposes.

The regul ation al so specifies that records may be the original, a
reproduced copy, or amcroform or they may bein electronic form
What ever the form the records nust be:

(1) Duly authenticated by authorized personnel,

(2) Capabl e of producing a clear and | egi bl e copy after storage
for the period specified by NRC regul ations; and, in the
case of el ectronic nedia, capabl e of regenerating | egi bl e,
accurate, and conpleterecords duringtherequiredretention
period.

The |icensee’s recordkeeping system nust be effectively
i npl ement ed. The recor dkeepi ng functi on of the material control and
accounting program should support accountability of (SNM and
denonstrate that performance objectives and system capabilities
have been met. The records, forns, reports, and recordkeeping
procedures used in the MC&A system should be reviewed for
avai lability, conpl eteness, accuracy, ability to be audited, and
traceability of SNM Controls or safeguards should have been
i npl emented to ensure that the records are highly accurate and
reliable, and safe from tanpering and | oss.

To prepare for the inspection, the inspector shoul d:

1. Revi ew those portions of the FNMC Plan and the license
conditions pertainingtothe plannedinspectionactivities.

2. Revi ew the previous two MC&A inspection reports for the
site.

3. Revi ew any unresol ved or followup itens fromthe previous
MC&A i nspections that will be addressed during the current
i nspection.
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4. Revi ew the content of any communications (including NRC
Information Notices and Bulletins), addressed to the
i censee, that were issued since the |ast inspection.

Speci fic Gui dance

03. 01 MC&A-Rel ated Pl ans and Procedures for Recordkeeping. The
i nspect or shoul d verify that the MC&A syst emmai nt ai ns t he records
required to neet the FNMC Pl an conm t nents. The i nspector shoul d
verify that the recordkeeping system produces and retains key
mat eri al accounting data, original source data, and relevant
reports and docunents. These reports and docunments shoul d i ncl ude
the foll ow ng:

1. A description of the |icensee’ s nanagenent structure.
2. MC&A policy and procedures docunents.

3. Measur enent dat a used for | oss detecti on, al armresol uti on,
and materi al bal ance accounti ng.

4. Records of the investigation and resol ution of indicators of
possi bl e SNM | oss.

Data fromthe calibration of nmeasurenment systens.
Measurenent quality control data.
Data and statistical analyses supporting bias adjustnents.

Statistical analyses of the neasurenent control data.

© © N o O

Det ection system action threshold cal cul ati ons.
10. Shi pper-receiver data.

11. Reports frominvestigations of significant shipper-receiver
di fferences (SRDs).

12. Tanper-safe device acquisition, storage, and associ ated
application records.

13. Inventory work sheets, physical inventory listings, and
mat eri al bal ance reports.

14. Records of inventory differences (1Ds) and cal cul ati ons of
t he standard error of the inventory difference.

15. Reports fromthe investigations and resol utions of al arns
(IDlimts exceeded and significant SRDs).

16. Reports of periodic reviews and assessnments, and of the
resulting corrective actions taken by nmanagenent.

Records subject to audit nust be retained for at |east 3 years
unl ess a longer period is required by 10 CFR Part 75.
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The i nspector should verify the foll ow ng:

a. Retention requirenents for all accountability records,
reports, and supporting docunmentation are identified,
docunent ed, and i npl enent ed.

b. SNMt ransacti ons and i nventori es are descri bed i n mai nt ai ned
records, submtted data, and issued reports.

cC. Accounting reports are produced and di stri buted as required
by the FNMC PI an.

d. The recordkeepi ng systemis capabl e of generati ng SNM book
inventory listings by material code type, for all internal
control areas, and for the plant as a whol e.

e. The records identify inventory adjustnments by internal
control area.

f. The records and reporting systemfacilitate | ocalizingIDs.

g. The records identify IDs for each internal control area.

03.02 Record Format(s), Traceability, and Redundancy. The

i nspector should verify that records required to be maintained
pursuant to 10 CFR Part 74 are in a suitable format. They shoul d
contain sufficient detail to denonstrate that SNM control and
accounti ng have been conducted i n conpliance with the FNMC Pl an.
The records should provide easy traceability of all SNM
transactions fromsource datato final accounting records. Records
may be the original or areproduced copy, provided the reproduced
copy is clear, legible, and duly authenticated by authorized
personnel . Records may al so be m crof ornms, provided that they are
al so clear, legible, and duly aut henti cated. Records may be stored

on electronic nedia if clear, |legible, and duly authenticated
copi es can be produced on demand within the tine frame for storage
of the records. Records such as letters, draw ngs, and

specifications, nust include all pertinent information such as
stanps, initials, and signatures. Electronic records of these
types are nost likely to be in the formof digitized i nages, as
opposed to word-processing types of files, if the required
aut hentication is to be included.

The i nspector should verify the foll ow ng:

a. Ret ai ned records are clear and easy to read.

b. Ret ai ned records are accessible for review.

cC. Ret ai ned records provide traceability of nuclear materi al
data from source data to final records.

d. Entries on material transfer forns and recei pts are not nmade
in pencil, erased, or obliterated, and are only altered

according to approved procedures.
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The inspector should review the licensee's submtted physica
inventory report (NRC Form 327), and conpare the current
information with the information from the previous inventory
periods, and with other facility records. The nunber and types of
records subject to inspection will vary between facilities.

Based on the availability of inspector resources, and the nunber
and types of records, it may not be practical to sel ect all records
for detailed inspection. |If this is the case, the inspector may
audit the accounting records by selecting a randomsanpl e of each
type of record for an i ndependent manual check, or by using sone
ot her recogni zed nmethod for determ ning the correctness of the
records.

It shoul d be expected t hat no systemof records is perfect. Errors
wi |l be found. However, inorder tofocus |limted MC&A i nspecti on
resources where the dom nant safeguards risks are likely to be
found, inspectors should take a reasonable approach towards
eval uating the significance of discovered errors. Anerror should
be considered safeguards risk-significant only if involves
incorrect or mssing data that could affect the material bal ance.

VWhen usi ng t he sanpling approach to exam ning records, inspectors
shoul d use an intuitive approach to eval uate whet her there is a
saf equards risk-significant pattern of errors in the exam ned
records that requires further attention. The inspector shoul d
notify thelicensee of the needto exam ne any remai ni ng records in
a particular category, or to correct safeguards risk-significant
records that are found defective. The results and concl usi ons of
all records audits perforned during, or as a result of, the
i nspection, either by the inspector or the licensee, should be
docunmented in the inspection report.

The recor dkeepi ng systemnust have suffici ent redundancy to enabl e
reconstruction of lost or mssing records, so that conplete
know edge of the SNM inventory is available, or can be made
avai l abl e within a reasonabl e anount of time. The capability for
reconstruction of records should be provided by a subsystem
i ncl udi ng source data for recei pts, shipnments, internal transfers,
adj ustments, and corrections tothe records that areretainedina
separate secure | ocation so that a single individual, or a single
event, cannot alter both accounting and source records. The
recordkeepi ng systemshoul d be conpl ete and sufficiently detail ed
topermt auditing of all parts of the MC&A system The records and
reports should be readily traceable back to source docunents.

Appropriate safeguards should be inplenmented to prevent | oss,

m spl acement, or acci dental destruction of the inventory and i tem
| ocation records. The i nspector should exanm ne the licensee's
met hod f or ensuri ng redundancy, and eval uate t he potential for both
primary and secondary records being destroyed in a single event,
such as fire, flood, etc., or due to a conputer systemfailure.

The i nspector should verify the foll ow ng:

a. The record system provides an audit trail for all nuclear
mat eri al transactions.
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b. Redundancy provides the ability to reconstruct |ost or
destroyed records.

cC. Protection features outlined in the FNMC Pl an prevent or
deter conproni se of records.

03. 03 Programand Controls for Ensuring Accuracy and Reliability.
The inspector should exam ne internal control docunentation to
verify that accounting errors, significant SRDs, and excessive | Ds
are investigated and corrective action taken where assignable
errors can be determ ned. The data collecting, recording, and
audi ti ng procedures shoul d provi de reasonabl e protecti on agai nst
errors in the records, and ensure their accuracy and reliability.

Li censees are required (10 CFR 74.31(d)(2) or 74.33(d)(3), as
applicable) to nai ntai n adequat e saf eguar ds agai nst tanperingwth
FNMC Pl an- speci fi ed MC&A records. This is usually done through a
system of counter-signatures. For exanple, the FNMC Pl an nay
specify that all accounting forns should be controlled by seri al
nunber or by sone ot her equivalent coding system for uniquely
identifyingitems containing SNM I n addition, it may specify that
these forms should provide for the appropriate nunber of
si gnatures, or other neans of authentication (e.g., for automated
systens). Typical FNMC Pl an provi si ons, for exanpl e, woul d be t hat
source data forms shoul d be signed both by the originator and t he
originator’s supervisor; internal transfer forns shoul d be si gned
by bot h t he shi ppi ng and recei vi ng cust odi ans; and i nventory forns
shoul d be signed by each nenber of the inventory team and their
respecti ve supervi sors. Supervisors’ signature authority may be
desi gnated. All adjustnents to source data and accounting records
shoul d be approved by signature of authorized individuals and
substantiated with backup data.

Where the system of accounting fornms and/or signatures has been
aut omat ed, the systemnust provi de equi val ent or better i nfornmation
than that provided by manual accounting forns and signatures.
Magneti c cards, keywords, and ot her such uni que identifiers usedto
perform MC&A transacti ons should be controlled in a manner t hat
protects agai nst their use by unaut hori zed i ndi vi dual s. Passwor ds
shoul d be changed whenever there is a reason to suspect they have
been conproni sed, as well as on a routine basis. The frequency
with which the passwords should be routinely changed i ncreases,
dependi ng on how often they are used, and the degree of risk of
harm that could be caused by their unauthorized use. The FNMC
Pl an, or an associ ated procedure, should specify how frequently
such routine password changes are nade.

The i nspector should verify the foll ow ng:

a. A programi s docunent ed and i npl emented t o control personnel
access to: (a) nuclear material accounting, inventory, and
measur enent data; (b) data generating equipnent; and (c)
other items and equi pment, which could conmprom se the
saf eguar ds systens specifiedinthe FNMCPl an, if m sused or
tanpered with.
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b. MC&A records, specified in the FNMC Pl an, are created and
updat ed only by authori zed personnel, as stipulated in the
FNMC Pl an.

cC. Transaction records that support entries into the
recor dkeepi ng systemar e uni quel y nunbered, and provi de for
t he appropriate nunmber of signatures specified in the FNMC
Pl an.

d. Accounting errors that produce significant SRDs or excessive
I Ds are investigated, and corrective action is taken where
a cause for the error was determ ned.

e. Aut hori zation for external transfers of SNMis provi ded by
personnel designated (by position) in the FNMC Plan, in
writing, or in accordance with other approved procedures.

f. Source data forns are aut henti cated as specifiedinthe FNMC
Plan (e.g., signed by the originator and the originator’s
supervi sor).

g. Internal transfer fornms are authenticated as specified in
the FNMC Pl an (e.g., signed by both the shipping and the
recei ving custodi ans, or their designated alternates).

h. Inventory forns are authenticated as specified in the FNMC
Pl an (e.g., signed by each nenber of the i nventory team and
upon review, by their respective supervisors).

i The use of conputer-based techni ques, that may be used to
repl ace use of hard copy accounting fornms and/or witten
signatures, provides equival ent or better control of FNMC
Pl an-specified records than a system of nanual fornms and
si gnhat ur es.

J . Uni que identifiers (e.g.,passwords), used to authenticate
t he performance of recordkeepi ng functions, are changed on
a frequency specifiedinthe FNMC Pl an, or whenever thereis
a reason to suspect that such identifier nmay have been
conpromn sed.

k. Aut omat ed record systens and data processing systens are
protected at the highest |level of the classification or
saf eguards i nport ance of the data and software that conpri se
t hem

85408- 04 REFERENCES
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